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Introduction

What is Artificial Intelligence?

Section 2 (3) (a) of the Artificial Intelligence Task Force’s authorizing statute, 

ESSB 5838, requires the Task Force to provide a “literature review of public 

policy issues with artificial intelligence, including benefits and risks to the 

public broadly, historically excluded communities, and other identifiable 

groups, racial equity considerations, workforce impacts, and ethical concerns.” 

The following report was prepared in June 2025 under contract by The 

Raben Group and edited by AGO staff. This memo examines the current 

literature on AI to explain how AI and algorithms work, help policymakers 

understand the promise and challenge these new technologies present, and 

make recommendations on how to harness potential while minimizing risk, 

particularly to our most vulnerable communities. 

This section is not meant to be an exhaustive review of how AI works, but rather 

a primer for policymakers interested in understanding the basic terminology, 

design, and functions of AI. For more information, please see technical 

guidance on AI from McKinsey & Company.¹ 

AI operates through the simulation of human intelligence processes in 

machines, primarily by analyzing data to identify patterns and generate 

predictions. IBM explains AI as “technology that enables computers and 

machines to simulate human learning, comprehension, problem solving, 

decision making, creativity and autonomy.”² 

AI is “only as good as the algorithms and machine learning techniques 

that guide its actions”³ and works by “ingesting large amounts of  

labeled training data, analyzing that data for correlations and patterns, 

and using these patterns to make predictions about future states.”⁴ 

At its core, AI relies on machine learning (ML), a subset of AI that 

enables systems to autonomously learn from historical data without 

explicit programming line by line. ML algorithms process labeled 

datasets to detect correlations, which inform decision-making or 

predictive models.⁵  
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AI is widely used in different sectors. For example:

•	 Healthcare: AI is being integrated into healthcare in multiple 

ways, including the use of virtual assistants and chatbots to 

help patients identify symptoms, natural language processing 

technology to “automate administrative tasks such as  

documenting patient visits in electronic health records, [which 

allows] clinicians more time to focus on caring for patients,” and  

the use of large-scale data sets and AI to improve “image-based 

diagnoses from several medical specialties” such as radiology, 

dermatology, pathology, and cardiology.⁶ 

•	 Transportation: The transportation sector is widely using AI, most 

notably in self-driving cars, but also through intelligent transportation 

systems that, for example, help with ticketing or provide real-time 

location and timing updates on public transportation methods.⁷ 

•	 Automated Screening Tools: AI systems are used to automate many 

decision-making processes that screen individuals to determine access  

to goods and services—including government benefits. For example, 

facial recognition tools use AI software to verify an individual’s 

identification via image, which can then be used to automate the  

granting of access into a business or other setting.⁸ Another form of 

automated screening is the use of algorithm-based decision making to 

grant or deny access to services, such as in the case of creditors using 

algorithmic scoring or predictive models to award or deny consumers’ 

applications for credit. 

AI Risks, Challenges,  
and Limitations

While the advent of AI integrated into multiple sectors can increase 

efficiency, it can also supplant human decision-making and create 

meaningful risk in light of the inherent limits of the technology.  

This section will provide an overview of some of the most salient 

challenges, including a lack of transparency that creates opportunities 

for bias and real-world policy consequences in core areas of civil rights 

concern, e.g. housing, employment, and the criminal justice system.
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LACK OF TR ANSPARENC Y
The concept of trustworthy AI refers to artificial intelligence systems that meet 

a set of standards that experts have developed that both “create trust and 

confidence in AI systems among stakeholders and end users” and “mitigate the 

potential risks associated with the deployment of AI models” such as “harm to 

people, organizations and ecosystems.”⁹ 

Trust is important in AI because “many AI and machine learning (ML) systems, 

such as deep learning models, operate as veritable black boxes; they ingest data 

and create outputs, with little to no transparency into how they arrive at those 

outputs.” This is because, “as AI becomes more advanced, humans are challenged to 

comprehend and retrace how the algorithm came to a result.”¹⁰ 

For AI to be successful and functional, it needs high-quality, unbiased data for training, 

transparent algorithms so people can trust its decisions, and enough computing power 

to handle large models.¹¹ Many AI systems function in an opaque manner, which is a key 

factor eroding public confidence in their reliability. Developing transparent AI systems 

remains a significant technical hurdle.

There are three distinct layers of transparency needed to be able to fully understand 

(and therefore assess) an AI model, in increasing order of difficulty. First, there is 

transparency as to the data being ingested by the system. Second, there is transparency 

as to the algorithm’s design, e.g., how the data is weighted and what the model is 

encouraged to prioritize. And third, there is transparency as to what happens once 

machine learning takes over. 

The first two aspects of transparency can be regulated, meaning companies creating  

AI can be required to disclose the data sets they used and the parameters they set.  

The third aspect is more challenging.

Due to opaque decision-making processes, AI systems are often described as “black 

boxes.” In ML algorithms, “black box models are created directly from data by an 

algorithm, meaning that humans, even those who design them, cannot understand 

how variables are being combined to make predictions.¹² Even if one has a list of the 

input variables, black box predictive models can be such complicated functions of the 

variables that no human can understand how the variables are jointly related to each 

other to reach a final prediction.”

Modern AI systems, particularly those using deep neural networks, involve layers of 

interconnected neurons processing data, sometimes with hundreds or thousands of 

layers, creating intricate patterns that even their developers struggle to interpret.¹³  
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“Many of the most advanced AI technologies, including generative AI tools, are what one 

might call ‘organic black boxes’ where obscuring is not intentional but rather due to complex 

[deep learning] systems that make it hard to ‘understand exactly what happens inside 

them.’” ¹⁴ For example, “large language models, the type of A.I. systems that power ChatGPT 

and other popular chatbots, are not programmed line by line by human engineers, as 

conventional computer programs are.¹⁵ Instead, these systems essentially learn on their own, 

by ingesting vast amounts of data and identifying patterns and relationships in language, 

then using that knowledge to predict the next words in a sequence.” 

Although AI models sometimes “become black boxes as a byproduct of their training,” in 

some instances, they can be intentionally created by developers to protect intellectual 

property by obfuscating "the inner workings of AI tools before releasing them to the 

public” and “keep[ing] the source code and decision-making process a secret.”¹⁶ 

This type of secrecy, intentional or otherwise, safeguards competitive advantage, but 

it also limits transparency and can lead to issues around accountability and trust of 

the algorithms. The complex AI systems that underpin tools like ChatGPT “essentially 

learn on their own, by ingesting vast amounts of data and identifying patterns and 

relationships in language, then using that knowledge to predict the next words in 

a sequence.”¹⁷ This makes it “difficult to reverse-engineer them or to fix problems by 

identifying specific bugs in the code.” So, if an algorithm is yielding incorrect or biased 

results, it can be challenging to both explain why the result was rendered and go into 

the system to make corrections.

Societal and Ethical Challenges

The advent of AI and its continual integration into society necessitates a 

consideration of the societal and ethical challenges that have the potential to 

arise. These challenges can manifest in real-world policy consequences, largely 

due to bias. 

In part because of the lack of transparency, the use of AI has been controversial. 

Key concerns include privacy risks tied to data harvesting and surveillance 

practices, safety, environmental consequences, the future of work, and the 

potential deepening of societal inequities through social bias (often unwittingly) 

perpetuated by AI.
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COLLEC TION OF PERSONAL DATA WITHOUT CONSENT 

The issue of privacy is a key concern.¹⁸ As AI is widely adopted, as AI systems often 

“rely heavily on personal data.”¹⁹ These challenges are amplified by the scope and 

nature of the data collected and the fact that individuals often don't know that 

their information has been garnered or that they may have the right to challenge 

specific instances of collection. 

One example of data misuse is the Cambridge Analytica scandal, which involved 

the unauthorized harvesting of personal data from up to 87 million Facebook 

users via a third-party app.²⁰ The data was fed into an AI model and used to create 

psychological profiles for microtargeted political advertising, notably in the 2016 

U.S. presidential election and Brexit campaigns. Cambridge Analytica deceived 

users by claiming the app was for academic research, while Facebook allowed 

data collection from users’ friends without explicit consent. 

The breach led to widespread backlash, regulatory fines (including a $5 billion 

FTC penalty for Facebook), and Cambridge Analytica’s bankruptcy in 2018.²¹ It 

exposed systemic privacy risks in data monetization and surveillance capitalism 

of personal data from up to 87 million Facebook users via a third-party app.²²

DEEPFAKES 

Generative AI can also “be misused to create fake profiles or manipulate images,” 

also known as deepfakes.²³ Generative AI’s ability to create realistic deepfakes, 

using scraped biometric data and machine learning, poses significant ethical, 

privacy, and security risks. Deepfakes are created by using ML to “capture and 

encode…unique biometric characteristics” of targets “to train an AI neural 

network to combine the subject’s unique characteristics with the acquired 

knowledge of general human expression in order to then synthesize the target’s 

facial features, voice, mannerisms, etc. to generate deepfake material at will.”²⁴ 

This data can be used to synthesize convincing audiovisual content, 

enabling fraud, non-consensual pornography, and misinformation 

campaigns.²⁵ Detection remains challenging due to evolving AI 

techniques and the need for extensive labeled datasets, while misuse 

threatens privacy, trust, and financial systems by enabling identity 

theft, extortion, and manipulated narratives. For example, in 2024, a 

Hong Kong employee transferred $25 million after being deceived by a 

scam that “saw the worker duped into attending a video call with what 

they thought were several other members of staff, but all of whom 

were in fact deepfake recreations,”²⁶ and believed they were acting on 

the instructions of their CFO.²⁷ 

01

02



7ARTIFICIAL INTELLIGENCE: RISKS AND OPPORTUNITIES

SURVEILLANCE AND NATIONAL SECURIT Y CONCERNS 

AI systems in the U.S. raise three separate but inter-related concerns 

around surveillance and national security.

First, there is the civil liberties threat (and accompanying litigation 

exposure) posed by government collection of private data to build AI 

used for surveillance of private civilians. AI-driven surveillance tools in 

law enforcement or public spaces heighten concerns about unwarranted 

monitoring and erosion of individual autonomy.²⁸

Second, there is the threat of private for-profit companies collecting data  

to surveil private citizens, whether under government contract or for their 

own motives. Facial recognition tools in particular have been the subject  

of litigation over bias and privacy violations.²⁹ 

Third, AI can now be used to infiltrate critical systems, as exemplified by 

the Salt Typhoon breach—an “extensive cyberattack that compromised U.S. 

telecommunications firms, including AT&T, Verizon, and T-Mobile, and secure 

government communications networks.”³⁰ 

ENVIRONMENTAL IMPAC T 

Another societal challenge of AI is the environmental risk. AI’s environmental 

impact is marked by exponential energy demands, resource depletion and 

localized inequities. Training LLMs like ChatGPT “consumes³¹ thousands of 

megawatt hours of electricity and emits hundreds of tons of carbon,” and 

“impose[s] a substantial burden on energy and natural resources, often 

fueled by nonrenewable sources.”³² 

Data centers, which power AI, strain grids and exacerbate water scarcity 

through cooling processes that evaporate freshwater, which can be a 

threat to drought-prone regions like the American Southwest.³³ Globally, 

AI-driven data center power demand is projected to grow 160% by 2030, 

contributing $125-$140 billion in social costs from carbon emissions.³⁴ 

Additionally, AI infrastructure relies on the unsustainable mining of critical 

minerals and generates electronic waste, while also creating localized 

pollution.³⁵ “By perpetuating high-carbon-emitting behaviors, AI systems 

play a significant role in exacerbating the climate crisis.”³⁶ For example, AI 

data centers that consume water for cooling have increased local water 

demands and diverted water resources needed to support growing 

populations in emerging countries such as Lagos, Nigeria.³⁷ 

03
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FUTURE OF WORK 

AI poses significant risks to the future of work through accelerated job 

displacement and structural shifts in employment for both blue collar and white-

collar workers. McKinsey estimates that “activities that account for up to 30% of 

hours currently worked across the US economy could be automated—a trend 

accelerated by generative AI.”³⁸ 

In white-collar sectors, AI-driven efficiency improvements compound rapidly and 

will displace roles in finance, law, and tech to increase corporate profitability.³⁹ 

Research from the Pew Research Center⁴⁰ finds that “one-fifth of all workers 

have high exposure jobs” and “women, Asian, college-educated and higher-paid 

workers are more exposed.”⁴¹

For blue-collar workers, the data shows that women are 21% more exposed to AI 

automation than men, and lower-wage roles will be impacted by industrial robots 

performing routine and repetitive tasks, with outsized impact on sectors such as 

office support and customer service.⁴² 

05

AI and Bias

Research from the Brookings Institute defines bias generally as “a term that we define 

broadly as it relates to outcomes which are systematically less favorable to individuals 

within a particular group and where there is no relevant difference between groups 

that justifies such harm.”⁴³ UC Berkeley researchers frame biased AI as “AI systems 

that result in inaccurate and/or discriminatory predictions or outputs for certain 

subsets of the population.”⁴⁴ As AI becomes increasingly adopted across sectors, AI 

models can reflect bias and the associated consequences on people of color, women 

and vulnerable communities. These concerns are compounded by the perception 

that algorithms are inherently less biased than humans and that decisions made by 

algorithms are objective because they are data driven.⁴⁵ 

SOURCES OF BIAS
Bias in AI arises from three primary sources: data bias, algorithmic design, and 

human decision-making processes. This report uses the term “bias” to refer not to 

intentional discrimination, but rather to results that are factually inaccurate and 

therefore flawed. As the ACLU notes, “bias is in the data used to train the AI —  

data that is often discriminatory or unrepresentative for people of color,  

women, or other marginalized groups — and can rear its head throughout  

the AI’s design, development, implementation, and use.” 
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These three dimensions of bias are interconnected and can work together 

to yield inaccurate results as the combined factors of biased inputs coupled 

with biased design and selection decisions, result in a biased algorithm  

rendering biased results. This feedback loop can then lead to inequitable  

decisions in areas like hiring, healthcare, and law enforcement—areas that have 

historically been plagued by bias.

Data Bias

Data bias occurs when training datasets reflect historical or societal inequities,⁴⁶ such as 

underrepresentation of marginalized groups in facial recognition datasets.⁴⁷ If “the raw data 

already reflects social prejudices, and the algorithm also incorporates biased relationships, [it 

can lead] to the 'bias in and bias out' phenomenon,” which can mean that historical bias can be 

further replicated in the future by the results of the AI models.⁴⁸ For example, historic bias is 

seen in a 2019 MIT study on AI-based facial recognition systems, which were found to have a far 

lower error rate when identifying light-skinned men and a far higher error rate when identifying 

dark-skinned women due primarily to disproportionate representation of white men in the 

training data.⁴⁹ Flawed training data can introduce systemic bias, triggering “model collapse,” 

a scenario wherein AI systems perform worse over time by relying on self-generated or low-

quality inputs, resulting in narrowed output diversity and diminishing accuracy.⁵⁰ 

Algorithmic Design Bias

Algorithmic design bias results when “systematic errors in machine learning algorithms produce 

unfair or discriminatory outcomes,” often reflecting existing societal biases through skewed 

training data or design choices.⁵¹ These biases emerge from factors like limited datasets, implicit 

developer prejudices, socio-technical influences, or from design decisions like outcome metrics, 

where the designer makes a choice on what outcome the algorithm is optimized to work toward, 

which allows for bias occur due to “subjective value judgments about how to define amorphous 

concepts like productivity or creditworthiness in measurable and quantifiable ways.”⁵²

Human Bias

Human bias, also referred to as “designer bias, can also be introduced during model design, 

where engineers’ unconscious assumptions or societal prejudices influence feature selection 

or weighting.⁵³ These biases stem from developers’ lack of awareness of social contexts and the 

replication of historical inequalities in training data, underscoring the need for diverse teams 

and ethical oversight. The lack of representation “of people who understand and can work to 

address the potential harms of these technologies”⁵⁴ and pressure placed on those who speak 

up⁵⁵ in the tech industry only exacerbates this problem.”⁵⁶

Three Dimensions of Bias
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REAL-WORLD AND POLIC Y CONSEQUENCES OF AI BIAS
Biased AI systems amplify existing inequalities by embedding  

historical discrimination into automated decision-making. As AI is 

increasingly adopted and incorporated into multiple facets of society, corporate entities, 

government, and service delivery, bias can manifest in critical domains like healthcare, 

criminal justice, education and employment—all areas heavily regulated by civil rights 

laws because they involve essential goods and services, and government action.  

Below are just a few illustrative examples of bias in some relevant settings.

Criminal Justice and Policing

Bias can manifest in criminal justice and policing due to discriminatory outcomes that are often 

the result of biased historical data and algorithmic design. For example, the use of AI algorithms 

in predictive policing, which are tools “to tailor law enforcement use of assets for efficiency and 

objectivity,” have “increased racial biases” and resulted in “many disparate outcomes, including 

disproportionate surveillance and policing of Black communities.”⁵⁷ 

One investigation focused on the tool Geolitica (previously known as PredPol), which 

disproportionately targeted Black and Latino neighborhoods despite similar crime rates in 

white areas to “produce daily predictions on where and when crimes are most likely to occur,”⁵⁸ 

that “rarely lined up with reported crimes.”⁵⁹ When researchers examining PredPol “applied the 

algorithm to Oakland, [CA,] they found that the algorithm targeted Black neighborhoods at twice 

the rate of white ones…because the algorithm relied on Oakland’s racially biased arrest data to 

make its predictions.”⁶⁰ This resulted in the tool identifying crime hotspots that “were the same 

neighborhoods that were already disproportion[ately] targeted by the Oakland police for drug 

arrests.”⁶¹ Increased patrol in overpoliced communities erodes trust in public institutions and 

upholds biased treatment of Black and Latino individuals in the criminal justice system.

Similarly, the COMPAS risk assessment tool exhibits significant bias, particularly against Black 

defendants, in predicting recidivism risk. ProPublica’s analysis revealed that “Black defendants were 

far more likely than white defendants to be incorrectly judged to be at a higher risk of recidivism, 

while white defendants were more likely than Black defendants to be incorrectly flagged as low 

risk.”⁶² This racial disparity persists even when controlling for criminal history and other factors, 

leading to disproportionate pretrial detention and harsher sentences for Black individuals.⁶³ The 

tool’s opacity exacerbates the issue, because its proprietary nature prevents thorough scrutiny of 

its methodology.⁶⁴ COMPAS also demonstrated gender bias, disadvantaging female offenders.⁶⁵ 

A number of states are concerned that AI systems can produce biased criminal justice outcomes. 

Multiple cases have also been brought forth⁶⁶ regarding wrongful arrest and due process 

violations, largely due to misidentification by AI-driven facial recognition systems (see cases in 

Michigan⁶⁷, Georgia⁶⁸ and Texas⁶⁹).
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Education

In education, AI bias can be rendered through discriminatory outcomes and the further 

perpetuation of systemic inequality especially if “developers input historical data into the 

technology that replicate pre-existing biases that the model is trained to believe are accurate.”⁷⁰  

For example, an AI tool called the Dropout Early Warning System deployed in Wisconsin generated 

“raise[d] false alarms about Black and Hispanic students [being unlikely to graduate high school] 

at a significantly greater rate than it does White students”,⁷¹ despite “state records show[ing] the 

model is wrong nearly three quarters of the time it predicts a student won’t graduate.”⁷² 

Generative AI also presents a host of bias-related risks in the education setting, often related to 

historic inequities the models learn through training data. A study from Arizona State university 

and New Mexico State University “found that when presented with identical writing examples 

along with student demographics, ChatGPT gave differing scores to students whose racial 

indicators were implied rather than explicitly stated, compared to scores that were given when 

student descriptors were explicitly stated.”⁷³ When the algorithm was fed the same passage with 

varying descriptors of the student, including race, socioeconomic status and school type, results 

showed statistically significant rates of subtle forms of prejudice.” ⁷⁴

To mitigate these biases, educators and developers must implement inclusive design practices, 

increase transparency in data sourcing and algorithm development, and foster critical thinking 

skills among students to question AI recommendations.⁷⁵ 

Potential litigation exposure regarding education and AI anchors largely around the perpetuation 

of discrimination. A student is suing “Yale University alleging that he has been falsely accused 

of using artificial intelligence on a final exam” by the university’s AI-powered cheating detection 

software that unfairly targeted him as a non-native English speaker, which eventually led to 

disciplinary action against him.⁷⁶ This lawsuit showcases that “higher education institutions will 

have to continually evaluate the potential legal risks related to AI use, as well as methods to  

detect and deter AI use in academic settings.”

Guidance for schools from the U.S. Department of Education’s Office for Civil Rights (OCR) 

released in 2024 highlights multiple discriminatory uses of artificial intelligence, featuring 

detailed examples of how improper school use of AI and handling of AI-related issues could 

violate the civil rights of students.”⁷⁷ The guidance, now removed from the OCR website at 

the start of the 2025 Trump administration, provided “hypothetical scenarios to illustrate how 

school AI use could violate this law, including an AI cheating detector that inaccurately flags 

English learners and AI-enabled facial recognition technology that consistently misidentifies 

students of color as known criminals.”
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Government Programs

AI bias can impact access to services and the distribution of government resources by yielding flawed 

results. In addition to discrepancies in resource delivery that may arise through the adoption of AI in 

the education, healthcare, and criminal justice policy areas, AI can also have an impact on additional 

public services, including public benefits programs and social services. In the case of public benefits 

programs, AI tools can be deployed to help determine eligibility and to detect fraudulent activity; 

however, if AI systems yield errors due to biased inputs or outputs, those who need access can suffer. 

For example, the Electronic Privacy Information Center (EPIC) filed a complaint against Thomson 

Reuters Corporation for backing an AI-driven software that was sold to agencies used for automated 

fraud detection to identify public benefits fraud.⁷⁸ EPIC claimed that when the California Employment 

Development Department used the tool to draw upon “personal data like social media information, 

credit reports, and housing records to predict if public benefits applications are fraudulent.”⁷⁹ The tool 

reviewed “10 million unemployment insurance claims paid out since the beginning of the COVID-19 

pandemic,” and 1.1 million claims were flagged as “suspicious” and those claimants’ benefits were 

suspended.⁸⁰ Eventually, “further investigation showed that more than 600,000 (54%) of the claims 

flagged by the tool as fraudulent, meaning public benefits were revoked, were actually legitimate.”⁸¹ 

In another case of AI bias impacting public services, the Allegheny Family Screening Tool (AFST),  

used for child and family services in Pittsburgh, Pennsylvania to assess a rise in child welfare 

investigations, is under scrutiny for possible discrimination against families with disabilities and 

for further compounding racial disparities. An AP investigation⁸² “revealed potential bias and 

transparency issues about the opaque algorithm that is designed to assess a family’s risk level  

when they are reported for child welfare concerts in Allegheny County” as the tool was using⁸³  

“data points tied to disabilities in children, parents, and other members of local households  

because they can help predict the risk that a child will be removed from their home after a 

maltreatment report.” Eventually the investigation led to the agency “updat[ing] its algorithm  

several times” and “sometimes remov[ing] disabilities-related data points.”⁸⁴ 

The ACLU of Idaho took on the issue of AI bias in government service provision when it represented 

adults with developmental disabilities in a case where the State of Idaho “drastically cut their 

assistance to dangerously low levels” and the state “Department of Health and Welfare claimed that 

the reasons for the cuts were “trade secrets” and refused to disclose the formula it used to calculate 

the reductions.”⁸⁵ The ACLU managed to obtain an injunction to stop the cuts and require Idaho to 

make the Medicaid formulas publicly available, which eventually led to Idaho’s federal district court 

striking down the formulas, ordering the state to bring the system up to order, and a class action 

lawsuit in play that, if approved, “will require the Department of Health and Welfare to develop a  

new system, with input and oversight by the ACLU of Idaho and participants and their families 

throughout the state.”⁸⁶
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Labor

AI systems are now central to hiring, promotion, and workforce 

management. However, their increasing use has exposed significant  

biases, often perpetuating or amplifying existing inequities.

Research from the University of Washington that examined LLMs used 

for resume screening found significant levels of racial, gender, and 

intersectional bias. The research indicated that the models “significantly 

favor[ed] White-associated names in 85.1% of cases and female-associated 

names in only 11.1% of cases” and “that Black males are disadvantaged  

in up to 100% of cases, replicating real-world patterns of bias in 

employment settings.”⁸⁷ 

A study on AI-backed applicant tracking systems (ATS) also demonstrated 

that these systems are likely to screen out qualified candidates with 

marginalized identities, such as immigrants, women, people with disabilities 

and people with non-Anglo names.⁸⁸ From keyword filtering to analyzing 

video interviews, ATS have been deployed in hiring to create efficiency, but 

can end up replicating bias by filtering out qualified candidates for issues 

such as non-standard language (impacting immigrants or English language 

learners), employment gaps (impacting mothers) or other characteristics 

such as interpreting visual cues on video interviews that don’t take into 

consideration that a candidate may have disabilities preventing them  

from engaging in typical behaviors.⁸⁹ 

A significant example of bias in AI-driving workforce tools also surfaced  

in Amazon’s admission that the company developed an experimental  

AI-based hiring tool to automate resume screening and rank applicants on 

a five-star scale.⁹⁰ The tool’s algorithm was trained on biased data because 

it used resumes submitted to the company over a ten-year period--which 

largely consisted of male applicants due to their overrepresentation in 

the technology field.⁹¹ The model learned to favor male candidates and 

systematically downgraded resumes containing the word “women’s” or 

references to all-women colleges, discriminating against female applicants 

for technical roles.⁹² When Amazon discovered the bias, it attempted to 

make the algorithm gender-neutral but ultimately abandoned the project in 

2015, unable to guarantee the tool would not discriminate in other ways.⁹³
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Policy Consequences in Washington State

In Washington state, the rapid adoption of AI has raised concerns for residents about job security and 

government services, while also illustrating the need for transparency and accountability. A 2025 

survey on the impact of generative AI on the Washington state workforce indicated that over 37% of 

surveyed employees believe that AI will likely fully automate some current jobs and over 60% believe 

AI will fundamentally change how people work.⁹⁴ 

Labor representatives have expressed worries about roles in education, engineering, customer 

service, and law enforcement, where generative AI's role in automation may reshape job 

responsibilities. They have also raised concerns such as “impact on job security, especially regarding 

job automation, job displacement, skill erosion, reduction in opportunities for career growth, 

increased workloads, and work intensification that could lead to burnout.”⁹⁵ Notably, 46.5% of 

surveyed state and local government employees cited labor rights concerns related to automation 

as their biggest apprehension, with frontline employees expressing the greatest anxiety.⁹⁶ One 

response seen to these concerns in 2025 is the introduction of a state bill⁹⁷ that “gives public workers 

bargaining power of how AI is used in state agencies,” in an effort to protect workers and ensure AI is 

deployed with their input in mind.⁹⁸ 

AI is already being deployed in multiple arenas of government service, including education and 

healthcare. The Washington Office of Superintendent of Public Instruction released guidance on an 

ethical framework for AI use in K-12 education that highlighted some educators’ concerns, including 

“increasing and/or creating inequitable learning environments; unauthorized access to protected 

user information and unauthorized data collection; perpetuating institutional and systemic biases; 

plagiarism and academic dishonesty; and over-relying on technology and undermining the 

importance of human intelligence in education.”⁹⁹ These concerns stand to impact over 1.07 million 

students enrolled in k-12 public education in the state.¹⁰⁰ 

In Washington, approximately 1.85 million people are enrolled in Medicaid in Washington State, 

representing about 21% of the state’s population.¹⁰¹ National studies have indicated that AI is being 

used in administrative processes surrounding Medicaid to address administrative challenges by 

automating processes, streamlining eligibility and reducing the incidence of improper payments, 

which could save billions in healthcare costs.¹⁰² While promising on some fronts, the adoption of 

AI in government services raises¹⁰³ concerns, namely around the risks associated with bias. Some 

researchers warn that the lack of robust AI regulation can lead to misuse, which could threaten 

patients’ safety and privacy.¹⁰⁴ 

Ultimately these concerns indicate the need for transparent policies that proactively address the 

risk of bias associated with AI, in order to ensure that public services are enhanced by AI, rather than 

pose risk to civil rights, safety, or equity. 
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Regulation: Existing  
Efforts and Best Practices 

As AI continues to be adopted in multiple industries and by  

government, the need for thorough and comprehensive regulation is 

evident. The integration of AI into key sectors such as education, healthcare, law  

enforcement, government, and business necessitate a deep examination of how  

AI can be responsibly adopted while protecting society from the concerning issues  

such as bias and harm, privacy violations, and lack of accountability and transparency. 

Federal efforts have largely stalled, with a change in administration¹⁰⁵ and influential  

Big Tech actors whose business interests lie in deregulation.¹⁰⁶ But there is potential in  

the patchwork of state level regulation and useful lessons to be gleaned from the EU 

and best practices recommendations.¹⁰⁷ 

FEDER AL AI POLIC Y CHALLENGES
Federal AI regulation is fragmented and insufficient. There are no comprehensive  

federal laws to regulate AI. In place of a new AI law, federal agencies such as the 

Department of Justice¹⁰⁸ and the Federal Trade Commission¹⁰⁹ have been applying  

existing law and policy to AI systems—but it is unclear what policies will and will  

not remain under the new administration. 

The Biden administration attempted to advance federal-level AI regulation through 

several actions, including the Blueprint for an AI Bill of Rights,¹¹⁰ the 2023 AI Executive 

Order on the “Safe, Secure, and Trustworthy Development and Use of Artificial 

Intelligence”¹¹¹ and related guidance¹¹² from the Office of Management and Budget 

(OMB) that charged the government to address the regulatory and ethical challenges 

surrounding AI. These efforts were built upon voluntary commitments to AI safety 

that the administration secured from 15 leading U.S. AI companies. President Biden’s 

approach to AI policy attempted to balance the promotion of competition and 

innovation by U.S. companies with the need to protect Americans from the risks 

associated with AI.¹¹³ 

President Trump has revoked the Biden administration’s large-scale efforts on AI  

policy in favor of a deregulatory approach.¹¹⁴ In January 2025, President Trump issued  

an Executive Order that rescinded Biden’s regulatory efforts in favor of a new U.S. AI 

policy that removed perceived barriers to competition and is framed to be oriented 

toward economic growth and American AI leadership in the competitive AI field.¹¹⁵  
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Key stipulations in President Biden’s Executive Order, including the  

requirement to implement safeguards for equity and civil rights were removed,¹¹⁶  

and the Trump administration’s accompanying White House-issued fact sheet flags  

that “American development of AI systems must be free from ideological bias or 

engineered social agendas.”¹¹⁷ 

In place of comprehensive federal legislation, multiple narrower bills such as the AI 

Advancement and Reliability Act¹¹⁸ and the Creating Resources for Every American to 

Experiment with Artificial Intelligence (CREATE AI) Act,¹¹⁹ focus on specific AI policy issues 

such as safety and fostering fair competition, but lack broad bipartisan support.

PROMISING STATE LAW
As the country awaits the new development of a comprehensive legislative view on AI 

by the Trump administration, states will continue to be the focus area for regulation. 

Multiple states released their own state-level AI legislation, including California, Colorado, 

and Virginia which have emerged as pioneering models for regulating AI through the 

lifecycle from design to deployment, that will likely have influence on further state 

legislation developed across the country. Utah and Illinois have also developed AI 

legislation that is noteworthy.¹²⁰ 

Across the multiple state-led regulation efforts, some common areas of focus include 

data privacy, transparency and accountability, algorithmic bias, and safety and 

effectiveness. Some states have also enacted sector-specific regulations, in areas such 

as education, healthcare, legal services and employment, to mitigate specific risk of AI 

harms in critical policy arenas.¹²¹ 

An overview of the recent state-level laws developed on AI regulation:

•	 CA: California AI Transparency Act (CATA)¹²² and California AB 2013¹²³  
Both bills target AI developers. The CATA focusing primarily on transparency and 

detection of AI-generated content and targets generative AI tools with more than  

one million monthly users in the state. AB 2013 focuses on transparency of training 

data in AI systems. 

•	 CO: Colorado Artificial Intelligence Act (CAIA)¹²⁴  
Focuses primarily on regulation of high-risk AI systems and algorithmic 

discrimination, with sector-specific areas of stipulations in healthcare, 

employment, and education and a call for the state to engage in regular 

assessments and provide consumers with notifications when they are  

engaging with AI content. 
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•	 VA: High-Risk Artificial Intelligence  
Developer and Deployer Act (HB 2094)¹²⁵(Vetoed) 
This bill builds “important safety standards to ensure the 

responsible, ethical, and transparent use of AI by state 

government” and, if signed into law, would make Virginia  

“the second state after Colorado to enact comprehensive  

AI legislation.”¹²⁶ It focuses on algorithmic transparency, and 

requires enforcements of civil penalties of up to $10,000, and 

offers sector specific rules for high-risk AI systems as those 

intended to autonomously make or substantially influence 

consequential decisions.¹²⁷ 

•	 UT: Utah Artificial Intelligence Policy Act (UAIP)¹²⁸  
Focuses on transparency in generative AI and consumer 

protection, by setting forth disclosure requirements for entities 

using AI with customers and has also taken a great step to 

create a regulatory sandbox model where businesses receive 

regulatory reprieve for a timeframe in order to continue to 

innovate without hurdles. 

While these state laws are largely lauded for taking on  

requirements to address critical issues like privacy and bias, some 

see a gap in that “as more states implement distinct AI regulations, 

companies will face the challenge of complying with a growing 

patchwork of laws. The variations in requirements between 

states, such as disclosure obligations and risk assessments, could 

complicate operations for developers and deployers working across 

multiple regions.”¹²⁹ 
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Best Practices for Strong AI Policy

Best practice for AI state policy is based on an integration of existing and emerging frameworks on 

AI regulation, that is principled, addresses risk, and balances ethical safeguarding with innovation 

potential. It should include the following considerations and guidelines:

Policy Best Practice #1 
Transparency 
AI systems should provide clear insights into their decision-making processes, data collection methods, 

and algorithmic mechanisms. This transparency generates stakeholder trust, facilitates accountability, 

and facilitates back-tracing to address bias.¹³⁰ 

California, Colorado and Utah are all “prioritiz[ing] disclosure and transparency” in their bills, “whether 

by focusing on customer interactions (as in Utah), comprehensive documentation requirements (as in 

Colorado), or mandates for content labeling and dataset disclosures (as in California).¹³¹

Policy Best Practice #2 
Risk-Based Approach 
A risk-based approach to AI regulation is vital to striking a balance between the need for strong 

oversight to keep harms at bay while fostering innovation.¹³² This can allow policy areas, such as 

healthcare and criminal justice, that are high-risk for bias and consequences, to have stricter  

oversight while lower risk uses face fewer restrictions.¹³³ 

For example, Colorado’s CAIA¹³⁴ adopts this strategy by implementing “more stringent requirements  

on ‘high-risk’ AI systems” that make consequential decisions in critical areas.¹³⁵ The EU AI Act also uses  

a similar framing, with “a proportionate risk-based approach to AI regulation, which imposes a  

gradual scheme of requirements and obligations depending on the level of risk posed to health,  

safety and fundamental rights.”¹³⁶ 

The U.S. National Institute of Standards and Technology (NIST) has also developed the AI Risk 

Management Framework,¹³⁷ an approach for recognizing, evaluating, and controlling associated risks  

of AI systems in their lifecycle, allowing for proportionate governance that does not stymie the  

ability to further develop AI technology.¹³⁸ 
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Policy Best Practice #3 
Oversight and Accountability 
Oversight and accountability can have three components: an external  

regulatory body charged with providing oversight; requirements for  

organizations that create and use AI systems to hold them accountable;  

and rules that apportion liability.

Organizations that develop and deploy AI should be required to demonstrate 

accountability practices, and exemplify internal accountability by strategies 

that “designate specific roles for overseeing AI compliance and maintaining risk 

assessments” and create “accountability structures within the organization, with a 

designated team or individual responsible for AI ethics and regulatory adherence.”¹³⁹

Experts note that demonstratable organizational accountability should be 

“a central element of AI regulations” and include “adoption of accountable AI 

governance practices.”¹⁴⁰ Some scholars suggest that effective AI governance 

should be conducted by a single regulatory body that has “establish[ed] a baseline 

for the scope of authority needed to credibly and effectively regulate high-risk 

technological systems.”¹⁴¹ However, given the reality that AI is cross-sectoral 

in nature, it is also essential to have mechanisms in place to promote cross-

coordination between regulatory bodies “to set high-level AI policies and goals 

applicable across all sectors and industries, and facilitate alignment, regulatory 

coordination, and joint action between different regulatory bodies, where necessary 

and appropriate.”¹⁴² 

Another element to oversight is the apportionment of liability, “with a focus on the 

party most closely associated with generating harm.”¹⁴³ 

Policy Best Practice #4 
Addressing Algorithmic Bias & Discrimination 
A crucial focus of state AI regulation should be to address risk and harm associated 

with AI systems to prevent bias and discrimination. This can be achieved through 

stipulations such as mandating regular audits and impact assessments or 

prohibiting discriminatory AI use.¹⁴⁴ 

Prohibition of algorithmic discrimination would “prohibit deployers from using an 

automated decision tool and prohibit developers from making available an automated 

decision tool if an impact assessment identifies a reasonable risk of algorithmic 

discrimination” and is an approach that California regulation has adopted.¹⁴⁵ 
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The “Duty of Care” approach is where “both developers and 

deployers are subject to a duty to use ‘reasonable care’ to protect 

consumers from “any known or reasonably foreseeable risks of 

algorithmic discrimination from the intended and contracted uses 

of the high-risk AI system.”¹⁴⁶ 

In addition to prohibitions, transparency requirements and risk-

based approaches, the use of impact assessments and audits can 

also help address bias and discrimination. Several states¹⁴⁷ require 

organizations to engage in regular audits and impact assessments 

of their AI systems.¹⁴⁸ For example, Colorado state law requires 

annual impact assessments.¹⁴⁹ 

Policy Best Practice #5 
Leveraging Existing Frameworks 
States should consider adapting or reinterpreting applications of 

existing law on consumer protections, civil rights, privacy, and data 

protection to advance AI regulation.¹⁵⁰ Massachusetts has taken this 

approach and recognizes that AI is subject to already existing legal 

standards.¹⁵¹ “Relying on existing hard law frameworks to the extent 

possible reduces the risk of creating overlapping or conflicting rules 

that could lead to legal uncertainty and inconsistent protections,” 

and experts believe that existing law can be “relevant to address 

many of the most important risks associated with AI.”¹⁵² 

Policy Best Practice #6 
Formal Verification and Safety Guarantees 
AI safety can be promoted through the requirement of  

formal verification that “provides mathematical guarantees”  

and is more reliable than the current approach of extensive  

testing protocols because “dangerous capabilities can arise 

unpredictably and it is inherently difficult to exhaustively test 

models for all possible capabilities.”¹⁵³ 

To avoid danger, experts call for AI systems to be “designed in such 

a way to be able to demonstrate compliance with common-sense 

regulations” with “‘termination obligations that would function like 

a circuit breaker in electrical power systems: if an AI system is not 

under human control, then it must be terminated.”¹⁵⁴ 
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Policy Best Practice #7 
Flexibility and Adaptability 
AI regulation must be designed with flexibility in mind given the rapid pace of 

AI development from an industry that has historically wanted to “move fast and 

break things.”¹⁵⁵ While AI “regulation is urgently needed and unpredictable,” it can 

“be counterproductive if not done well.¹⁵⁶ However, governments cannot wait 

until they have perfect and complete information before they act, because doing 

so may be too late to ensure that the trajectory of technological development 

does not lead to existential or unacceptable risks.” 

In the face of uncertainty and fast-paced growth, regulatory frameworks should 

incorporate mechanisms for ongoing assessment and adaptation, such as 

iterative policy development processes.¹⁵⁷ Another option is to use regulatory 

sandboxes that create “a space where participating [actors] won’t be subject to 

onerous regulations—usually for a limited amount of time,” allowing businesses 

to develop their ideas before “lawmakers will evaluate what’s working and what 

isn’t—namely what regulations the business needs to follow once it transitions 

out of the sandbox.”¹⁵⁸

Conclusion

As the AI industry continues to rapidly grow and AI systems are increasingly 

embedded into critical decision-making processes, states have a vital role to 

ensure transparency and protect constituents against privacy risks, and faulty 

outcomes that are often rooted in bias. 

Because our society is imperfect, AI is imperfect: it is unclear whether AI  

can ever be appropriately designed to produce results that are not  

flawed when it comes to women, people of color, or people with 

disabilities. And any use of AI for critically important systems will result  

in potential litigation exposure. Until states have a better understanding 

of the data being ingested by algorithms, algorithmic design, and 

machine learning, AI should likely not be used to determine access 

to public services or benefits—and only with extreme caution to 

determine access to private goods and services. States are in a  

position to adopt these best practices to help mitigate the worst 

consequences of AI without compromising innovation. 
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